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ABSTRACT  
 

This paper puts into perspective the directions of cybersecurity research with a goal of determining where it will lead us. Based on the 

analysis of the previous works, the author recommends adhering to the basic countermeasure principles as a solution to the long-standing 

dilemma of security researchers and experts in the endless race against the attackers. Secure communications are one of the necessities 

to humankind. It has been around for centuries, taking many different forms, from manual lock and keys to modern cryptographic 

systems, all aimed at one goal: to keep the data secret known only to its intended recipients. Globally, many attempts have been made 

to create an ultimately secure way to transport data, but the same number of efforts have been put by attackers to break these secure 

systems, thus the competition between crypto designers and the attackers.  
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1 INTRODUCTION  
 
Computer security has been second nature to digital 
communications. Dating back to when the first commercial 
antivirus was created, experts from the IT industry as well 
as the academic research community incessantly pitch in 
new developments in the field of cybersecurity, with a few 
of the recent ones can be found in these papers [1] [2].  The 
opportunities become increasingly demanding and more 
competitive salaries offered in both private and public 
organizations, thus the demand for more cybersecurity 
professionals1.   

Yet, no matter the advances in the field of cybersecurity, 
all boils down to the 3 fundamentals goals of Computer 
Security – Confidentiality, Integrity, and Availability, 
collectively known as the CIA [3] in the cybersecurity 
world. Every modern security solution must exhibit the 
following characteristics:  

• Confidentiality- or the ability of a system or 
network to limit access to authorized entities only;  

• Integrity – the ability to detect unauthorized 
modifications, addition or deletions on a data or 
system settings; and, 

• Availability – the resilience of a system or network 
to service its users with its computing requirements, 
whenever or wherever it is needed. 

A lapse on any of the above–mentioned are 
unacceptable, and thereby, increases the vulnerability of a 
network or a system to security threats [4]. Over time, other 
security services emerged. Among them, non-repudiation is 

 
1 https://www.netacad.com/courses/cybersecurity  

one of the areas well-sought for, as it protects the credibility 
of both the sender and receiver [5], hence, the assurance of 
trustworthiness of both.  Modern security systems combine 
non-repudiation with CIA in varying levels, such as in the 
case of Cryptography [6]. 

Cryptography has been one of the most dynamic fields 
in computer security. The past two decades has seen 
numerous advances with respect to algorithm design and 
implementation in keeping abreast with the changing 
security requirements of secure digital communications [7]. 
For instance, WhatsApp, a popular messaging app in the 
middle eastern countries, uses Secure Hash Algorithm 
(SHA-256) for authentication and Advanced Encryption 
Standard (AES-256) for encryption. Google uses AES-256 
as well. MS Outlook, on the other hand, uses different AES 
flavors in tandem with the classical Triple Data Encryption 
Standard (Triple DES or 3DES). Other enhancements 
followed the aforementioned cryptographic algorithms, 
producing newer algorithms such as Two-fish, Blowfish, 
ARC2, and CAST. Several published articles have claimed 
one algorithm is better than the others. However, comparing 
their results only led to the understanding that the 
differences really depend on the key performance measures 
being considered for every research conducted  [8] [9] [6]. 

Perhaps, the most relatable use of cryptography is when 
we pay online transactions using our credit or debit cards. 
Imagine sharing your bank details over the internet? 
Thankfully, the financial institutions were mandated to 
implement security mechanisms to protect the banking 
details of their customers. 

https://www.netacad.com/courses/cybersecurity
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Cryptographic algorithms have flavors, or variants, that 
tells the number of bits used for calculating the hash 
function and the cipher text. Thus, the numbers after the 
algorithm names, such as SHA-1,SHA-2, SHA-2562, as 
well as AES-128, 292, 256-bit variants3. 

 Both the research community and the industry experts 
in the commercial sector of cybersecurity are pitching in 
solutions to newly discovered threats. Interestingly, these 
modern security solutions are built on the classical 
algorithms; they are just improvements of their 
predecessors. The crypto systems that we know now were 
evolutions of the older ones. Having this in mind, let us 
revisit the basics of modern cryptosystems.  

The modern cryptographic process can either be 
symmetric or asymmetric [10] [11]. The former, also known 
as secret-key cryptography, uses the same (shared) key to 
encrypt and to decrypt the data, while the latter, also known 
as public-key cryptography, uses a pair of private keys 
(secret code) and public key (shared secret). In asymmetric 
encryption (or public-key cryptography), the private key is 
known only to each participating nodes while the public key 
can be shared by both communicating parties over an 
insecure network.  

Diffie Hellman (DH) is what usually will come to mind 
if we talk about public key cryptography. Deemed as one of 
the most significant developments in public-key 
cryptography, DH protocol is still frequently used to secure 
connections to websites, remotely accessing computers and 
encrypting emails [12]. DH protocol provides the means for 
two communicating parties to use a publicly shared codes 
to generate a key to encrypt on the sender’s side and to 
decrypt on the receiver’s side.  It allows those who have 
never met before to safely create a shared secret key. 
Although it has been implemented in security protocols 
such as Transport Layer Security (TLS) [13] [14], IPsec 
[15], Secure Shell (SSH) [16] and many others, DH protocol 
still faces the problem of authentication [17]. A key sent 
over an insecure network can easily get to the hands of 
attackers. That said, a stronger security for key 
establishment is necessary. 

 

2 CURRENT TRENDS 
 

Cryptography is the cornerstone of secure communications 
over insecure networks like the internet. But there is more 
to cryptography than just transforming plain text data to 
cipher text; it also includes the secure transfer of 
cryptographic keys known as the key exchange. Key 
Exchange (KE) protocols play a significant role in enabling 
the use of shared key for asymmetric cryptography. It has 
been widely used in building secure channels over insecure 
network like the internet. Two important types of KE 
protocols are the Diffie Hellman (DH) and Rivest-Shameer-
Adleman (RSA) algorithms, which have been widely 
studied and are continuously getting new developments, as 
seen in the works of [17] [18] [12] [19] [20] [21] [22] [23] . 

 
2 https://www.sslauthority.com/the-difference-between-sha-1-sha-2-and-sha-256-

hash-algorithms  
3 https://www.n-able.com/blog/aes-256-encryption-

algorithm#:~:text=The%20National%20Institute%20of%20Standards,bit%2C%20

and%20256%2Dbit.  

Some KE protocols are used in tandem with other 
cryptographic standards, while other KE schemes are 
embedded in the cryptographic algorithm itself [24]. Works 
have also been published about hardening the security of 
key exchange by combining more than one KE protocols 
and/or cryptographic algorithms [22] [21] .  

     Recently, the IT community is bracing for the possible 
repercussions of Quantum Computing (QC) [25] to the 
security of inter-network communications [26]. The Shor’s 
algorithm, being one of the first applications of the 
quantum method in Cryptography [27], has also been 
extended to be used as an attack. The likes of Shor’s 
algorithm will eventually arrive and will render many 
encryption algorithms ineffective in protecting the data 
being transmitted over a network. The problem lies not 
only in the security of transmitting the cryptographic key 
over insecure networks, but also to make cryptography as 
dynamic as possible, also called crypto agility [28], to avert 
the possible threats brought by the coming of the QC era. 

     This paper intends to give a synopsis of the 
developments in cryptosystems and its race with the 
equally evolving threats to cybersecurity in the Quantum 
Computing era. 

 

3 OPPORTUNITIES 
 

3.1 Cryptographic Algorithms Research 

Cryptographic algorithm is one of the most popularly 
researched topics in the field of Cybersecurity. In fact, 
during the past 5 years, a search for Cryptosystem research 
from a single database (IEEE Xplore) yielded more than 
16,000 search results4. Several categorizations arise, such as 
Classic Cryptography, Modern Cryptography, Cognitive 
Cryptography, Quantum Cryptography, and many more.   

Classical cryptographic systems are systems that have 
been used in ancient times. They may be old, but they 
served their purposes well during their times. The likes of 
Caesar Cipher and Enigma, which were used prior to World 
War II [29], were in fact, the bases for modern 
cryptosystems. 

Modern Cryptography systems are those that have been 
described in the introduction part of this paper. They are 
further classified into symmetric and asymmetric, which, 
differs in the way the communicating systems exchange 
keys. These classical cryptographic systems that have 
gained the attention of much research include Data 
Encryption Standards (DES), Triple DES (TDES), 
Advanced Encryption Standard (AES), Rivest-Shamir-
Adleman (RSA), and Diffie Hellman (DH) [10]. Some of 
them even evolved into multiple versions aiming to 
streamline the process or make the system more secure. 

Cognitive Cryptography uses the strategy of combining 
classical systems with modern (cognitive) approaches [30]. 

 

4 
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=cryptography&highli

ght=true&returnFacets=ALL&returnType=SEARCH&matchPubs=true&ranges=2

018_2023_Year  

https://www.sslauthority.com/the-difference-between-sha-1-sha-2-and-sha-256-hash-algorithms
https://www.sslauthority.com/the-difference-between-sha-1-sha-2-and-sha-256-hash-algorithms
https://www.n-able.com/blog/aes-256-encryption-algorithm#:~:text=The%20National%20Institute%20of%20Standards,bit%2C%20and%20256%2Dbit
https://www.n-able.com/blog/aes-256-encryption-algorithm#:~:text=The%20National%20Institute%20of%20Standards,bit%2C%20and%20256%2Dbit
https://www.n-able.com/blog/aes-256-encryption-algorithm#:~:text=The%20National%20Institute%20of%20Standards,bit%2C%20and%20256%2Dbit
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=cryptography&highlight=true&returnFacets=ALL&returnType=SEARCH&matchPubs=true&ranges=2018_2023_Year
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=cryptography&highlight=true&returnFacets=ALL&returnType=SEARCH&matchPubs=true&ranges=2018_2023_Year
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=cryptography&highlight=true&returnFacets=ALL&returnType=SEARCH&matchPubs=true&ranges=2018_2023_Year
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3.2 Quantum Computing 

Quantum Computing (QC), or the use of superposition, 
interventions, and complicated calculations, brought 
communication security risks to new heights [25]. It is said 
that QC can make existing cryptographic schemes useless 
unless modified to address the challenges that it will bring. 
Several studies have been conducted to see how QC affects 
cryptography. Those studies evaluates the resistance of 
existing algorithms to learn how to retain the level of 
security that it guarantees at present [26] [31] [32] when 
QC era arrives. 

 

4 THREATS 
 

Quantum computing is already a work in progress. But the 
National Institute of Standards and Technology (NIST) 
believes that a fully functional Quantum computer will not 
be available until 2036 [33]. Even though it is not yet here, 
cryptographers are starting to provide solutions that will be 
ready by the time it is needed. The perceived computational 
power of quantum computers can exponentially break any 
strong cryptographic algorithm. 

The security of cryptographic systems depended on the 
difficulty of solving the discrete logarithmic problem, 
which was eventually broken by Number Field Sieve (NFS) 
algorithm. New developments in cryptosystems are 
evolving towards more complex computations. For 
instance, there was an enhancement of the former version 
of DH using Elliptical curve (ECDH) to increase the 
computation complexity [33]. The problem, however, when 
using a large prime number (P), there is tradeoff on the 
processing time. Using small P numbers on the other hand 
makes it susceptible to Pollard’s Rho algorithm. Therefore, 
making more complex the computations is no guarantee that 
what is secure right now will be ultimately secure when QC 
arrives [34]. Besides. Rios [35]mentioned that any 
computational secure protocol night be insecure in a matter 
of years or decades because it depends on the similarly 
advancing computational resources. 

5 CRITICAL ISSUES AND FUTURE SCOPE 
 

The ever-changing needs for secure communications make 
the IT security community busy since two decades ago. 
They continue to find alternatives that would ensure the 
security of the cryptographic algorithm without a trade off 
on the computational speed it requires. There are published 
modifications on modern algorithms to improve in one 
aspect or the other (speed or security) such as the works of 
[36] [37], but the challenge is how to balance between both.  
Combining existing cryptographic methods is one of the 
solutions seen, as demonstrated in the works of [21] that 
combines DH and RSA, or the paper of [23] that combines 
DH with AES, and the works of [38] that combines AES 
with MD5 to get the best features of both to enhance 
processing speed while maintaining its security.  

This paper was written after an in-depth review of 
published works and the analysis of their proposed 
cryptosystems. The analysis gave insights on the different 
techniques used by different researchers to improve 
cryptosystems – both key establishment and encryption 
algorithms. 

The modern cryptosystems are sufficiently secure until 
a successful attack happens. For this reason, continuous 
efforts are being done to update how they work. For 
instance, the DH protocol, considered one of the most 
important developments in internet security, is only safe 
until QC arrives.  

To date, researchers are scrambling to develop 
Quantum-resistant cryptographic algorithms. Complex 
mathematical functions, combinatorial algorithms, and 
modifications of formula or parameters are among the 
common research methodologies used, trying to outsmart 
the possible attacks in the Quantum world. However, there 
is no guarantee that more complex mathematical functions 
can be ultimately secure when the QC era arrives.  

This said, the author recommends that instead keeping 
up with the race for increasing complexity of mathematical 
functions used in cryptographic algorithms, why not try 
“diversity” as a good a strategy for countering attacks? For 
instance, we can modify DH’s key exchange functions by 
introducing secret codes that comes from one or both 
communicating parties and use it as security bits to be 
padded to the shared key. It makes the cryptographic key 
diverse in the sense that it makes unique keys for every 
transaction, thus, no two keys will be the same for different 
transactions even for parties who have previously 
communicated with each other.  

Additionally, future researchers can explore other ways 
of strengthening the security of cryptographic systems by 
way of layering that can be achieved, for instance, by key 
encapsulation - that is, to wrap the cryptographic key into 
another layer of encryption algorithm. You could combine 
algorithms such as the key exchange algorithm of DH or 
RSA, but after the key generation, wrap it with another layer 
of security by using existing cryptographic standards, such 
as SHA-256 or SHA3.  

There is no telling whether any of those strategies can 
withstand Quantum attacks, or how long it can stand 
unbroken. But the idea of sticking to some of the basic 
strategies of countering attacks, such as diversity and 
layering, could be worth a try. 
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